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Esploriamo CyberSecurity & Hacking

@ Cybersecurity = DEFENSE

e Risk management — identifying and mitigating potential threats.

» Defensive measures — firewalls, IDS/IPS, SIEM, patch management, etc.

* Incident response — detecting, containing, and recovering from breaches.

e Governance & compliance — policies, laws, standards (ISO 27001, NIST, GDPR).
Mindset: “How can we prevent, detect, and respond to attacks effectively?”

M Hacking = OFFENSE / Exploitation

e White-hat - authorized testing (ethical hacking, pentesting).

e Black-hat - unauthorized intrusion for malicious purposes.

e Gray-hat - between the two; may disclose vulnerabilities without consent.
Mindset: “How does this system really work — and how can | make it do something it
wasn’t meant to do?”



Cos'e Parrot Linux OS?

Parrot OS e una distribuzione Linux
orientata alla sicurezza e al penetration
testing.

Contiene strumenti per: forensics, pen-
testing, criptografia, sviluppo sicuro, e
protezione della privacy.

A chi serve: pentester, security a r rOt

researchers, studenti di cybersecurity, .
. . el i Linux OS
utenti attenti alla privacy.




CyberSecurity Analyst tools

- Cerca IP : whois
- Informazioni DNS : nslookup / dig
- Packet capturing (Sniffing): Wireshark , tcpdump, kismet ..
- IDS : Snort, Cynet, failtoban ..
- IPS, Firewall & WAF : SecBlade, Palo Alto,Suricata ..
- SIEM (es. Splunk, Elastic SIEM, the Hive, Datadog)
- Ricerca e intelligence:

-shodan.io,

- IBM X-Force,

- AbuselPDB,

- VirusTotal



Hacking: Information Gathering & Vulnerability
Assessment

nmap — Scansione porte (es. SYN scan, UDP scan) — Banner
grabbing

netcat — Testare connessioni, catturare dati — CTF dimostrazione
Web app scanning & exploiting — Intro a curl, Intro a OWASP ZAP

Vulnerability scanners — Intro a nuclei & OpenVAS



Hacking: Attack the Target & Capture The Flag

Command Injection — esempi e mitigazioni (DVWA)
Remote shell execution — CTF : Metasploit console (exploit proFTP)
Web verb tampering — manipolare metodi/parametri CTF: ZAP

Breve intro a HTB Academy — laboratori pratici



Isorse

Link utili: Parrot OS, OWASP, Nmap docs, Wireshark, HTB Academy,
VirusTotal, Shodan,OSINIT framework,ect



Grazie per L'attenzione

LB



