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BACKREST:
BACKUP BULLETPROOF

Come ho trasformato I'incubo dei backup in un sistema sicuro, cifrato
e a prova di proiettile per il mio Homelab.



Il tesoro digitale

Le foto di una vita, | progetti di mesi, | nostri ricordi

L'iﬂCUbO de| BaCkup Il rischio costante

Guasti, errori, ransomware

Le soluzioni comuni

Manuali (si dimentica), Script (si rompono), Cloud (costosi)



Automatico
Non devo pensarci piu

Cifrato
| miei dati devono essere illeggibili da chiunque altro.

Lista del desiderl

Efficiente
Non voglio riempire tanti dischi, ma salvare solo i nuovi file

Accessibile
Devo poter controllare tutto facilmente, anche dal telefono



Snapshot instantanei
Crea una fotografia dei file su cui posso tornare indietro

Backup incrementali
Vengono salvati solo 1 nuovi file

Crittografia
| dati vengono cifrati prima di uscire in rete

Archiviazione versatile
Ha tanti backend di storage (tra cui: S3, Azure, GCS, SFTP, ecc.)



| a soluzione: Restic + Backrest




Edit Restic Repository

See

Repo Name:

Repository URI:

Password :

Env Vars:

Flags:

Prune Paolicy :

Check Policy :

Command Modifiers

Auto Unlock :

Backrest: Repositor

for repository configuration instructions or check the

Max Unused After Prune | 10.00

Disabled | Interval Hours | Interval Days
Every | day at| 1

Read Data %  10.00 %4

Disabled | Interval Hours | Interval Days
Every = month on| 1 and

IO Priority:
IO_DEFAULT

for more details about repositories.

[Generate]

 Set Environment Variable

+ Set Flag

Clock for schedule:

Local | UTC

Clock for schedule: | | qeq) | UTE
at 0

CPU Priority:

CPU_DEFAULT



Backrest: Plan

Update Plan

See for plan configuration instructions.
Plan Name :
Repository :

Paths: | /mntflronWolf_Pro/profiles

+ Add Path
Excludes: + Add Exclusion Glob
Excludes (Case Insensitive) : + Add Case Insensitive Exclusion Glob
Backup Schedule: Disabled | Interval Hours | Interval Days Clock for schedule: UTC | Last Run Time
Every | day at 2 i 0
Backup Flags: { Set Flag
Retention Policy: | By Count MNone
Yearly 0 Draily 30
Monthly 12 Hourty 24
Weekly 0
Latest snapshots to keep regardless of age: | 0 ]

Hooks : + Add Hook



Repos

cloud-hetzner-de

Backups (30d):
60 ok 3 failed

Next Scheduled Backup:
______ A 01 0 R R R A R A R R NRRRERARE NN

Plans

Backups (30d):

30 ok 1 failed

Mext Scheduled Backup :
211042025, 03:00

profiles

Backups (30d):
30 ok 2 failed

Next Scheduled Backup :
m I

System Info

Config Path :
Irootf.config/backrest/config.json

[> Config as JSON




Kéackrest

+ Add Plan

COmmon

BE Repositories

+ Add Repo

cloud-hetzner-de

& Settings

Backrest: Recupero dati

profiles

profiles

Backup Now Run Command

List View

v 2025-10-26
| Backup 26/10/2025, 03:00
*  2025-10-25
Backup 25/10/2025, 04:00
v 2025-10-24
Backup 2471072025, 04:00
* 2025-10-23
Backup 2311072025, 04:00
* 2025-10-22
Backup 22/10/2025, 04:00
» 2025-10-21
» 2025-10-20
b 2025-10-19
r 2025-10-18
b 2025-10-17
b 2025-10-16
r 2025-10-15
»  2025-10-14
b 2025-10-13
b 2025-10-12
r 2025-10-11
»  2025-10-10
» 2025-10-09
¢ 2025-10-08
b 2025-10-07
> 2025-10-06
b 2025-10-05
b 2025-10-04
b 2025-10-03
»  2025-10-02
b 2025-10-01
b 2025-09-30
b 2025-09-29
r 2025-09-28
»  2025-09-27
b 2025-09-26
r  2025-09-25
r 2025-08-31
r  2025-07-31
b 2025-06-30
r  2025-05-31
b 2025-05-26

Unlock Repa

Clear Error History

Logout

25/10/2025, 04:00 Forget (Destructive)

25/10/2025, 04:07 - Forget i
v Removed 1 Snapshots
Removed snapshots:
removed snapshot 5cdlbfée taken at 24/09/2025, 11:23
Palicy:
Keep hourly for 24 hours
Keep daily for 30 days
Keep monthly for 12 months
2511012025, 04:00 - Snapshot in s3]

v Details

Snapshot ID: ef435cad

User and Host Tags

root@restic plan:profiles, created-by-backrest-casa-01

Files Added Files Changed Files Unmodified
0 0 289654

Bytes Added Bytes Processed Files Processed
0B 415.25 GiB 289654

> Snapshot Browser

25/10/2025, 04:00 - Backup ir

» Backup Details



Backrest: Recupero dati

26/09/2025, 04:00 Forget (Destructive)

26/09/2025, 04:11 - Forget 1
> Removed 1 Snapshots
26/09/2025, 04:00 - Snapshot in 11m11

w  Details

Snapshot ID: fb174821

User and Host Tags

roct@restic plan:profiles, created-by:backrest-casa-01

Files Added Files Changed Files Unmodified
5 0 280684

Bytes Added Bytes Processed Files Processed
22.97 MiB 414.73 GiB 280689

v Snapshot Browser

E
* mnt
¥ lronWolf_Pro

* profiles

¥
-
-
* pscardimanno

¥ ssh

»  Backup
»  Documenti
»  Foto
- pdf
export.ferdium-data
git-cheat-sheet. pdf

Ftmp

26/09/2025, 04:00 - Backup in 11al4s

> Backup Details



Backrest: Recupero dati

Restore Imnt/lronWolf_Prolprofiles/oscar.dimannol/git-cheat-sheet.pdf from snapshot fh174821

If restoring to a specific path, ensure that the path does not already exist or that you are comfortable overwriting the data at that
location.

You may set the path to an empty string to restore to your Downloads folder.

Restore to path:  /mnt/lronWolf_Pro/profiles/oscar.dimanno/git-cheat-sheet.pdf-backrest-restore

Cancel Festore



L3 mia architettura

(s

Remote SFTP
Storage

@
Debian

Backrest + Restic

TrueNAS

internal
virtualization

X PROXMOX
CLUSTER




FINE!

Domande?



